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Abstract: With the widespread use of internet technology in smart grids, it is particularly important to identify intrusion
attacks in power systems. Based on the communication network architecture in Advanced Metering Infrastructure (AMI) ,
an AMI communication intrusion detection scheme combining K Nearest Neighbor (KNN) and optimized feature
engineering is proposed in response to the smart grid intrusion detection requirements. Intrusion attack flow can be
identified through four modules: data collection, data preprocessing, feature engineering and model training. In feature
engineering module, the features inputted into KNN training model are optimized by text feature extraction method, and
the redundant feature vectors are removed based on the information gain values. In model training part, the types of data
are judged by the labels of the £ nearest neighbour training samples. The proposed scheme was tested on public intrusion
detection data sets ADFA-LD, and the detection accuracy of various intrusion attacks was obtained. The experimental
results show that the detection performance of this scheme is superior to the traditional intrusion detection scheme, with an
21.96% increase in the classification accuracy under the optimal feature extraction model.

Keywords: smart grid; intrusion detection; Advanced Metering Infrastructure; KNN; feature engineering; ADFA-LD;
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Fig.2 Design process of the AMI communication intrusion

detection scheme

2.2 HIEWALE

TEXT X 468 S 1A T A 08 A BRI, Ry i B2 10 508 2R
JEFNTRI , 75 BN HHha 46 vh B9 R AR A AT e sk
B, R M5 B A B R i A Hocd
FEAE A« VR 26 FIpasl (TP) sk i 1145 L H A9 1P Hb
Bk B i E S PR A B, X TR
F5 3 SR AR s B s AR AL LA B Ak
T3k gEAT A0 B 5 % T B R B S AR RO AR AL, 2
BT B AL B SR )5 BT PR AL R . AMI
(RS TTR ORI O W U IV i (10 S 7 S
E 8GN A€ R S R INIEIESKES R TR DY)
MR R AT SRR E . th TEUR M EM 8 br 4R
FNIRNASTR], SRy 7 T B AR R 22 S P 1852 W),
B R RO bR A RO YE A b R0 B Hl bR oL
FIERTE AL 5 K F Min—Max Fll Z-score iX 2 #7572

(DB E — B X=1{x,, 20, o, b, ]
Min—Max 75 50 i 5 & R — Kl » A TR EAL

' = ;;i _x:;: ’ (1)

s R o AR UEAL S BB 5 2y, 0 0y, 3K 2L 1)
ISINRTE 2N

(2) 75— 2 B3 B9 i AR A e /MR R B 1 2L
T, A LASR B Z—score ZUHE FIL Ak 19 5 25 i b 5L
Wi o Z-score I G AT A IES 0,

%e@"”, (2)

g
K, w il o R iz A 0 Y FIbR M 25
2.3 HFETFRE
AR FRE 23 B S BRI SR A R AR T
7 R AL 3 ) RS A R R AT ) i Y ok AR

FALFRRF R B BORVERAE 26 88 2 804 . TEAR G AR
R 7 FE v, o N TR i A KNI I R85 78 (1
fiE, AP AR T L KA W0 UG SR 50 25 19 56
UE , AR 22 A AR Ao 00 AR 70 240 2 T B2 3k B 5 I f R 11
(W HICH . (HIRAEX AR IR E 7 2T BT A
R R HE R I AN R AT HRIES
b B SCAR IR BRI 15, DR AR 557 SCAR TR R
B AR 3w , X A I 25 780 (4 4R A ) etk
117tk

ADFA-LD & AR 87 UM . TERHIE
PEHUT, AT BoW A7 TF-IDF A5 54 Fll N—gram £5
R BoW 2 LK SCASTR) 4 v i) H 0 A4 BSOS 78 o 1)
P IR s TR-IDF B R 7E BoW 455 7Y i S iy I 2%
JE TR (TER ) 138 SCAR S5 6 (IDF) X 8] 647 A,
DX 43 1 ) B e AR AR 4 3] s N—gram 55750 2% j& 1 4]
) I OC R DA S5 6 & o M X 3 4 45 280 %)
ADFA-LD {45 4 4T SCACRRAE 42 B, $2 By F71E
i) i FH T AR B R ARSI . 7 AMTEE (5 A
R A 3 R v, BRI R AE 1) 2 T R X ARG 5 SR 1
LA /IN B 2 N REAE XA A 25 7y 52 il 250 R AH 2%
1oL, X ZARAE B TOARRAE | 75 B R BURFAE 2 5 1Y)
Tk T B o A TS B 45 Oy AT AR
TELE$E , Al R A BE A B s, BT
LRI

(1) 3 ARG Y RI(E

H(Y)= —ZP(yi)logP(y[), (3)

Ay R A AT RES H 5 P (y) i AR
(2) &5 i A FRAE X, 15 AR 5 Y B 2R 1
LCAEE

Iﬂﬂm=—2§?0mmmy%m%L (4)

K, Py, | x) T i AR x, B 5544 T i s ok y 19
W
(3) HEER YAX Z [0 A5 B4 25
Gain(Y,X) = H(Y) - H(YIX), (5)

BT LR R, o] DA B AR IE B AR B
RS(E . TEANRAINEEGE T, X FRoRAS R REAE
Y FORE AR BB YIS R
I A R YRR R AG I A A B i 1, PR iZ 2R R Ak
R A5 B0 F AL B, ANHA O TR/ o AR BE R
TEE PRI AR 2 1 B SRR L3R 2.

A S R AE TR B B S R ) T Ak P8R A A )
PEIBURIZERE , Xy A R B 1) 07) 46 AL AR A AT T
At AN IR B T AR AR AR S KNN A AY i g A
), 2 AR ARG N ) R R, O 2 1 o 28 i 4



% 2 27

BT, 454 KNN fe oAU 4 4 TAZ 69 AMI 845 N3 A 0 BT "5

R2 RBEDEIEERENGFITEE

Tab. 2 Eigenvalues selected according to information gains
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Fig. 3 Training process of AMI intrusion detection model
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E S FT LA 8RR S O S IS LT
BRI 25 v e B B85 de /N BRI SR A B0k 2 B A
DR ZEA T kAR A WA HARE . 23 A%
R, Y kA AR ZE8 N, X AR T Hod 0 R v 1
KB B R RS AR W EREE R
A8 B 1Y KA 40 BE A ADFA-LD A [ A% 2 A0 509
A R A SCRE O R AT AR T R B, m) R
KNN 23S 7 v i) | (B ECR 2.
3.3.2  R[RRAESEECH T e I 45 5

214 A o B B 0 BURE s AR B 28 AL 1 B HE
4 1 BoW , TF-IDF , N—gram %5 3 R4 AE 4 Uy
2, P Ak i A KN ASEAY [ RRAE ) 2, KGN0 o 16 % 4
6 iR

MEL6 FT LU, BR T 7E K I Meterpreter 7
IF, >R FH TF-IDF J7 v #4747 A B HBCA A6 0 50R s fk
PET BoW il N—gram J5 i , & HoAth 5 FpS R ) A 45
Vi B 15F , BoW Il N—gram F13) 435 F1F £ B34 Az 0 2%
RH U, ARl TF-IDF J7 % ADFA-LD s 4
PR DR AT SCAERAE SR U, B T B A — A
BHRRHIE (R B B LA BN B4 200 R A B 46
JIT LA IDF B33 A 3k P 00 o) e 75 5000 1 AL R v
S 1) T SCA HRO R /N B R T S EBO A R
{5 T o Bt B ARG I M R R AR . AR RE R I AMI



% 2 27 BEF, 5 54 KNN fe b AL AR TA2 69 AMI 1843 AAZ AW BF 5 -7

| 09352

0.9327

GRS
T ES

0.91

0.90
BoW TF-IDF N-gram BoW

a Kol Adduser Bk
a Detect Adduser attacks

097 097
0.96 0.96

0.95F (9462 0.946 6 095F  ous

0.94

0.91

0.90
BoW TF-IDF N-gram BoW

d # Java_Meterpreter ity
d Detect Java_Meterpreter attacks

b A Hydra_FTP Yih
b Detect Hydra_FTP attacks

0.946 3 0.95r

0971
0.96

0.948 4 0.95+

0.940 2

0.94 -

e %

0921

091

0.90

TF-IDF N-gram BoW TF-IDF N-gram

¢ Kol Hydra_SSH %iiti
¢ Detect Hydra_SSH attacks
0971

0.96

0.94 -
0.9352 0.9327

TF-IDF N-gram BoW TF-IDF N-gram

e Ry Meterpreter Wil
e Detect Meterpreter attacks

f Kol Web_Shell il
f Detect Web_Shell attacks

6 BHREhEUERBBN ERE

Fig. 6 Detection accuracy rate of each attack type in the data set
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