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Research on dynamic trust evaluation mechanism on MAC layer in G3-PLC
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Abstract: G3-PLC is one of the most widely used power line communication standard protocols. It is suitable for
applications which make moderate requests on data transmission speed, such as meter reading and smart grid monitoring.
In order to ensure the security of power line carrier communication under the standard G3, an extra MAC sensing sublayer
was added on the existing MAC communication layer and 6LoWPAN security authentication layer of Media Access Control
(MAC) layer, in compliance with the wireless communication security technology standard. And a dynamic trust
evaluation mechanism model was constructed to make reasonable allocation of user spectrum resources. The trust
mechanism makes evaluation according to users’ behavior by reinforcement learning. Taking trust value as the reward and
punishment system, the trust value is used as the criterion to distribute spectrum resources between clients. Ensuring that
each perception client can be fused with high-reputation nodes in the process of communication, the trust value of malicious
users will be reduced. The method can perform correct spectrum sensing, suppress the spectrum resources allocated to
malicious users, and finally remove malicious users away from the entire network.

Keywords: G3-PLC; wireless communication; smart grid; MAC layer; spectrum resources; trust evaluation model;
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Fig. 1 Structure of the MAC sensing sublayer
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Fig.2 Process of reinforcement learning
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Fig.3 Trust re-evaluation process of different clients

EREE IR B 2= nT (5 B B, 1% P ik il LUk al 54T
FHP WS AR (A ME AR O T % 2 R TR IR 3
W32 o] RE S W HERR M 45 2 4 . 8] 3d & — AV
B P, 2w o s i EARAE, — BT R 1R 5L
it A AT AR 2 5 2 B B
4.3 AR5 umsiE %R 4 AL

S8 WU AT BT IS, IR 55 st ke JHL S BT ) 2% 0 it
HEATARIE GE YR A TC , X Mesh [0 25 45 k4 2 47 i 4L
TR BRI 104 % P A LA REER P
fEfE R (0.6,1.0], 2 EH P F4EE K (0,
0.4], HAh 74~ % 5 o S A2 P S5 (E
(0.4,0. 6], i JIjt 55 v B fe 280 by 320 47 40 3% 9% 54T
B, MRS b A, 48 2R X 45 v e AR A AT
R LR S, IR XU I AR P S A TR A
HEA L5 AN ] 4 FT 7 o

WE 4 FT7R, 10 HAEAEFH D, 4 80 11 %55
PR IRSS S, BECON 1 & R sk ) T 48
AW, FREUEE P, S ES5ER, T
T KSR BE AT 9 IR, 4P Wi AN o FH P e A7 4
TEGEIR AT o PRI, IR 55 St 1 5 4% 1308 78 7 i ) e
L AR JT AT A B R 4 T, o R P R
Uity , DT E A BT f 55 b 3 AT ¢ Y5 s ) 0% 2
X A R ) 68

15 B2 50 2 2] R AT 40 R 7435108 0. 3 Al

-1
0 0
0 0 ¢
0 0
E4 AEFHEAFAHEEEEHIR
Fig. 4 Process of updating trust value of different types of users
0.9, 265 2 YR IR IR | HL A0 25 B 26 W 5 , B
TG IR A P m  E o N SR EROR 2RI R
JE A PEGEIR I 3 BC , BEUCGE R H 0 £ 1-0,
1-2,1-4, 1=-5 A (EAE N AR 55 i A AR S (EL S, I
5.1 6 43 il o i AR 100 ¥k 1 300 WK 1 R 55 i
STH.
1 &5 18 6 AT UL, 34K 50 IR 26 4 T IR 55 S A
W SITE 0. 5 Zc A5, Uk RS I 55 S A9 335 9% 050 T
LA TR D A R R, R R 12—
6—8—10 & 1—-5—-6—8—10 & 1—-0—3—7—10,
H1 T W0 28 A5 T80 T B0, AP AR 2 MR 1B 95,
¥R ZAR AT P 28 7 i ) i e B A [ I SR T 17



©20 - Ao, 3 K

% 43 %

M55 iR A

024 20 40 60 80 100
IEAREEEL
Bs5 &R100xERERHSE

Fig.5 S value on server after 100 iterations

0.5

0.4

0.3

0.2

0 50 100 150 200 250 300
AR HL
6 EH300:%ERSHS E

Fig. 6 S value on server after 300 iterations

[ B I, 5 P i £ A (L SECI , X e 55 3 o1 D 1) 5 7
iy BRI BEA T B IR AN, R AR (AR A R P Y
P B IR — AL T LIRS, (AL (E w4 P Y
P G IR — AL T MRS 105 A (EAN B 5
ARG B IR T AN B AR IR, AT 38 31
T 28 P L T R LA R AT 255 RE AR B R
AH Y

R I 55 Wi 2 0% S P AR R 248 1 AT U
i E 25 Nz — , il Ak AR I R FE IR 55 i 5%
T, I8 315 3 F P 3 SR JCEE MR R 9 H RS o TSR
P AFAE PN LEN 7 2% P S (5 AT (B RY , I
E N7 1 % P S (5 AR (R B AT A A AR 03 B¢
WY, mT DAUE 2R TR 46 ik 55 2ok A9 H 9

5 45ig

AT 1 55 S A 7 S — A B ] 1 s PR A
IR0 P S A B AT R A 0 A, DT B A
S ) A (B0 3 7 Bh A5 A DL Y o A Bl
P A AT AR R 2 B % s o L A
AAHTP GBSO P LARGE R o O R PTEE H
] R AR 55 i 9 PR AT M i A D (e
oIk 55 Yok ) A H & 2 S7 4 1 s S AR AL PPN PL I
HREIRY AR AF AT AEL P A 1) DX 1), o 25 7 3 o A £ A

FP AN E P FIAE ATl i s Ao > 5
VA M AN TR Ji A A 8 P S P A B R
TP ) 8 TP P A 0033 B DA T, Bre 2o AN A
PP S R0 245, 3 ) PR ar B A R 45 22 AR

SE

(1 JHRE . 35 2R3 15 i 7 [ SR R GRS
(D] KA MRE,2018.

(2 F#, B R, REZE . v T L 19 PLC {530 1 J 1ol 1 e
PEGMTLT ] B A S HOR R, 2020,35(3) :127-134.
WANG Yan, XUE Chen, JIAO Yan jun. Forward and
backward transmission characteristics analysis of PLC
channel in medium voltage distribution networks[J]. Journal
of Electric Power Science and Technology, 2020, 35 (3):
127-134.

RIS i SIS VRV A VS A ESR ke 8 SR
PEREIHT ) ] B SR 224, 2019, 34(2) - 53-60.
LI Yan, ZHANG Anlong, ZHENG Xi, Modeling and
communication performance analysis of wide-area protection
information flow in distribution network [J]. Journal of
Electric Power Science and Technology, 2019, 34 (2) :
53-60.

(4 X B, R R , 5K . — BT 897 4 HL ) 2 8l £ iy P
JERERIL) ] BUACH TR, 2018,41(15) :6-9, 15.

ZHAO Li, JIAO Xiaolu, ZHANG Feng. A new physical
layer  model  of

narrow-band ~ power line  carrier

communication [ J]. Modern Electronics Technique, 2018,
41(15):6-9,15.

(510 AN AR, 4 T MeWILL B4 sa iy AR iy £
SR YA R AR BT AR [T ) R, 2016(5) :81-84.
YANG Xin, XU Gang, XUN Sichao, et al. County electric
power communication network construction program based
on McWiLL wireless broadband technology [J]. Electrical
Engineering, 2016(5) :81-84.

Lo 5=, kg, XIHa . He T AP & 19 G3-PLC REE 1T
PRI ] fF A, 2020,53(5) : 1163-1168.
ZHOU Yu, ZHANG Feng, LIU Yan. Design and
performance optimization of G3-PLC system based on
embedded platform[ ] ]. Communications Technology, 2020,
53(5):1163-1168.

(7 MRS 55 . BT G3-PLC b e IR R o ) 787 3 5 R 4L
WFFELD | IR - W R Tl K27, 2013,

[8 IMALEK M, KETEL D, HIRSCH H , et al. Investigation of
smart meters using G3 PLC [C]// International Symposium
on Electromagnetic Compatibility, 2016.

[9/BERT L D, D’ALESSANDRO S, TONELLO A M. MAC
enhancements for G3-PLC home networks [C]/ IEEE
International Symposium on Power Line Communications &

Its Applications, 2013.



% 2 FFF,5:63-PLC ¥ MAC B3 151N ALH AT 5

«21 -

10 IG5, EEAE LT G3-PLC [ RS IFM 2RI B 1115 92
B[] PSR, 2016,35(17) :68-T71.
HUANG  Zengxian, WANG Jinhua.
implementation of RS decoder based on G3-PLC [J].
Microcomputer & Its Applications, 2016,35(17) :68-71.

(UL, BRAEAT , 3508 . 56T LDPC /Y B G3-PLC ¥ 3
JERERERI Y] A5 {32, 2018,55(10) : 19-23.
ZHAO Long, HU Zhengwei, XIE Zhiyuan. Physical layer

Design  and

specification model of improved G3-PLC based on LDPC
[I]. Electrical Measurement & Instrumentation, 2018, 55
(10):19-23.

L12 IR f , S ifg v, KA, 46 B G3ARMERY 457 PLC 3R (5

Jr BB ] A% 3h,2013,43(S1) : 123-127.
LIU Xiaosheng, WU Haitao, ZHENG Jian, et al. Design
of narrow-band high speed power line communication
system used in smart grid [J]. Electric Drive, 2013, 43
(S1):123-127.

[13 )R, Sl , BRI B T2 5 MAC 22538 ).y
M5 BAk,2013,11(3):7-12.

XU Xinlei, GUO Jingbo, WANG Linchuan. Overview of
MAC layer in power line communications [T]. Electric
Power Information Technology, 2013, 11(3):7-12.

(14 ] [0 .G3-PLC T2l {5 b i fd o 2 R r 1o e e [ .
4 HHLF,2012(6) :39-44.

MA  Guofeng. G3-PLC open communication standard
promotes the development of smart grid [J]. Electronic
Products, 2012(6) :39-44.

[15]LIU X, LIU H, CULY , et al. A new MAC protocol design
based on time period for PLC network [ C]// 2017 IEEE 9th
International Conference on Communication Software and
Networks (ICCSN), 2017.

[16]JOLIVEIRA R M, VIEIRA A B, RIBEIRO M V. EPLC-
CMAC: An enhanced cooperative MAC protocol for
broadband PLC systems [J]. Computer Networks, 2019,
153(22):11-22.

[17]CUT Y, LIU X. Research on MAC efficiency for broadband
PLC access network [C]// 2017 3rd IEEE International
Conference on Control Science and Systems Engineering
(ICCSSE), 2017.

[18]JAXELL E, LEUS G, LARSSON E G, et al. Spectrum
sensing for cognitive rad state-of-the-art and recent
advances [J].IEEE Signal Processing Magazine, 2012 ,29
(3): 101 -116.

(19 JHRIEE , TR, W . —Fh BT S Rp 1) B HLA A I TEER Y
W R 7 5 [0 ). H DR AR L R~ 24 i (A AR B2 1RO
2019,31(3):313-322.

CHEN Siji, WANG Xin, SHEN Bin. A support vector

machine based spectrum sensing for cognitive radios [J].

Journal of Chongqging University of Posts and

Telecommunications (Natural Science Edition) , 2019, 31
(3):313-322.

[20]TSIROPOULOS G , DOBRE O A , AHMED M H , et al.
Radio resource allocation techniques for efficient spectrum

networks [J]. IEEE
Communications Surveys & Tutorials, 2016, 18 (1)
824-847.

[21IMITOLA J I, MARUIRE G Q J. Cognitive radio: Making

access in  cognitive radio

software radios more personal [J]. TEEE Personal
Communications, 1999, 6(4): 13-18.

[22]ZHANG M B, WANG L W, FENG Y Q, et al. A fast
spectrum sensing for OFDM based on adaptive thresholding
[C]//2017 1EEE 2nd IEEEI Advanced Information
Technology, Electronic and Automation Control Conference,
2017 : 25 - 26.

[23]TSIROPOULOS G I, DOBRE O A, Ahmed M H, et al.
Radio resource allocation techniques for efficient spectrum

networks [J]. IEEE
Communications Surveys & Tutorials, 2016, 18 (1)
824-847.

(24 5K EAA, FARSC, 1S BT im ik 2= > ALt w4 1
O3 K PMERGE A )] RE T RSB FHA,
2019,41(3):486-492.

ZHANG Mengbo, WANG Lunwen, FENG Yanging.

access in  cognitive radio

Distributed cooperative spectrum sensing method based on
reinforcement learning and consensus fusion [J]. Systems
Engineering and Electronics, 2019,41(3) :486-492.

[25]CHEN Z, QIU R C. Cooperative spectrum sensing using
Q-Learning with experimental validation [C] /2011
Proceedings of IEEE Southeastcon, 2011 : 405 — 408.

[26 [WANG Jihong, SHI Wenxiao, JIN Feng. On channel
assignment for multicast in multi-radio multi-channel

survey [J]. China

wireless mesh networks: A

Communications,2015,12(1):122-135.

EE R

WHEE(1985—), 55, bR, AR, i1, A ZR 4R
PETAE A [ 3046 TAE(E-mail : 414396666@qq.com) .

F9¢(1997—) , 53 AL 76 A A 58 AR R
Z G54 S R I2 W7 55 5 T A T 5T (E-mail : jiangjiu@whu.
edu.cn) .

T8 (1962—) , 55 WAL RN, 2082, 11 2R 0, AA
FeH ) RGN T R G S RIS W A T A5
(E-mail : xpwang@whu.edu.cn)



