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Abstract: The increasing demand for an open, interconnective and standardized technical system of energy industry exerts
sustained pressure on the traditional physical isolated control system.From the perspective of key infrastructure and critical
information infrastructure, the importance of control system security in energy industry and the difference of security
protection levels in different energy industrial systems were analyzed. At the same time, security risks on the fusion of
operation technology (OT) and information communication technology (ICT) in energy industry cyberspace based on the
information physical systems were studied , and the security characteristics of the deep integrations of energy flow , business
flow and information flow were described. Finally, a security management model for energy industry cyberspace was
proposed to realize its intelligent perception, active defense, predictive maintenance, and improvement of the protection
capacity.
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Fig. 1 Safety classification and specific requirements of the

industrial control system
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Fig. 2 Relationship between CII standard system and cyber

security protection flow
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