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An intrusion detection method for integrated energy network based on GRU-CNN
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Abstract: Influenced by the transformation of power system to an integrated energy one and the evolution of network attack
technology, power information security and protection is getting mounting challenges. Network intrusion detection system
(NIDS) can identify weaknesses in the power system. Pursuing detection accuracy, but neglecting the missing data in
manual feature extraction is the problem in the course of improving the traditional algorithm. Thus, an intrusion detection
method based on the Gated Recurrent Unit (GRU) and Convolutional Neural Network (CNN) is proposed. The method
uses GRU to extract the original time series features, takes CNN to obtain multi-dimensional features, and realizes the
mapping of abnormal traffic with Softmax classifier. The method has been practiced in the training of two experimental
models, KDD99 data set and False Data Injection Attack (FDIAs). The results show that the method performs better in
classification and detection accuracy than the traditional one, which verifies the effectiveness and practicability of the
method.
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Fig.1 Convolutional neural network
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Fig. 2 Framework of the GRU-CNN model
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Tab.1 Data set sample distribution

Btz PR INGRARREARR MR A%
Normal normal 97278 60 593
Probing  Ipsweep,mscan,nmap, portsweep , saint, satan 1247 306
DoS apache2,back,land , mailbomb , neptune , pod, processtable , smurf , teardrop , udpstorm 391 458 229 853
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ROL ftp_write, guess_passwd , imap , multihop ,named , phf, sendmail , snmpgetattack , snmp- 1126 16 189
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Fig.3 33 nodes in the test system
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Tab.2 Comparation of test results %
BERl A R F
GRU-CNN 92.18 71.81 0.42
GRU 82.11 53.44 9.54
CNN 84.03 60.62 11.23
SVM 77.36 62.77 7.32
DT 80.33 71.66 8.22
ANN 81.40 69.99 3.23
ELM 84.29 77.18 6.30
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Fig.5 Relationship between accuracy rates and probability

densities under various attack intensities
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