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Network attack association analysis and attack protection strategy for smart park systems
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Abstract: Control system of smart parks at all levels are vulnerable to network attacks. In order to improve the system'’s
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coping capacities to network attacks and the identification accuracy and efficiency of malicious attack events, a network
attack association analysis method for smart park systems is proposed. The method takes Frequent Pattern—Growth (FP—
Growth) algorithm to detect the association rules of abnormal network attack events. FP—Growth algorithm can quickly
mine the frequent item sets of abnormal events and train the association rules. Grey correlation analysis algorithm generates
the abnormal manifestation set of real-time abnormal network attack events. Then, following the association rules, the
network attack scenarios can be recognized on-line. Network attack protection strategy is made according to the links
corresponding to the different attack scenarios to eliminate the impact of the attack. Finally, the efficiency of the proposed
method in training association rules is verified by data of different volumes, and the feasibility of the network attack
protection strategy is verified by the Load Frequency Control module of the smart park system.

Keywords : smart park ; integrated energy system; micro-grid; network attack ; association rule analysis and matching; grey

correlation analysis ; attack protection strategy ; control on load and frequency
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Fig.1 Security system of the smart park network
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Table 1 Network attack scenarios and abnormal manifestations

of the smart park system
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Fig.2 Association analysis on the abnormal network attack
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events in the smart park system
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Fig.3 The 1st scan for the data set of abnormal network attack

events
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