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Abstract: If the energy and power data are illegally exported or tampered with, national security will be seriously
threatened. Taking the database with energy and power characteristic from North China Electric Power University for
example, the current situation and existing problems of database management are analyzed. Based on the consortium
blockchain technology, a technical solution with dual authentication for the database and users’ identity information is
proposed. This solution can strengthen information security certification, improve the security factor of the database, and
protect the rights of data contributors. Based on the anti-tampering and traceability of the blockchain technology, the
traceability management model and procedure for the energy and power database are put forward.Taking Hash algorithm to
obtain anti-counterfeit labels for documents and recording them in the block can provide credible evidence for the safety
supervision and traceability of the document, and can effectively prevent energy and power data from being tampered with

by malicious visitors. Solutions and ideas for efficient supervision and secured sharing of energy and power databases are

provided.
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Fig. 1 Overall system architecture of dual authentication for

the database and users” identity information

JUAN B FIR B B C A a0 2 18] S it Bk B0 e 42 A
BUAE . T MK 3 45 4 73 B A 23R G WU 4
BOHL 2475 T 23 8008 2 55 1P B A RO 4
B ARTT 5
3.1 BUEZHSH

AR QMBI B T AT A ROl k2 BRI X B
FEUR R A I P B 450 P 1 A R . B
JE TP A BLR G b 5 P AR S R R 2 b, i R
PEJm ko> 2 KK

(1) Ay L s iy 20 SR d o 435 U5 ) s | 4 i
Prsl o I BEE I R AR AR B VA ILIR S A 2
SRS R o B L R ORI, 7 1k B b
Hh— BT L 4544 B A BIRGIE

Tk LYY A A SRR A B R T
PrA # FRR TR E R o XA B by b
S R R FE AR T 53R G RS i A7 35 1 ) 5
S AT TR L = s

) AR R . 5 SRS
FURJE GEAK S EE R EAEE IREHER Y
5 R AR o IR IBE 2 eV OR B
e BE T — B H 72844 T RV BRI
3.2 FEERRGEWELENH

XU SR T B A B B A AR R i AR R
S8 CA Y KA 3 ST 69 73 B PR SE 52 P i B AR
AN R AR TR A 3 SR R — L T R A A%
o P A PR SR R R R AR . T B R T
FUEM AR B IR O S H A (BB BE CA £

FE) z sy rh [ NAPER o S T 82 FHBK 3R B CA
A b B A R A CA T SR B A HK
F P SRR, AL B i RS CA Y i
HEAMMES AR ERNE ., NREGZHCAT
M—E B AREE T RES L H S
HK A B IO 245 G CA 9 AR T — MU, T B A e e —
Rl LRI EBA B, BAA Y 3252 H A S ARE S B 15
IR IR R 5] M ARG CA Y B
BE CA Y AU AL TH BT, T 2RI A A CA Yy i 42l
AT T B BAB k2 O BT B B Tk Gk
Mk,

FEAR SCHR A BT o, AN T 2 7 A O A ST
AR B T 5 FE P B 01 SR B8 A R T s 2R
HTF OAuth 2. 0 JF B AY 1 A TR RSk CA T
MERNGEE RS DA R G M CA IS
I BB O 25 P CA T S A TR . B A
LB .

(D H P JEH P& R S CA T i R 55
WK, @A uE I R )5 | JR R 40 F P g 7 S8 AGIE
oo FP AT DATE R R G0 CA 9 S 55 10 F sy AR
551 AR IR 55

()R FRGE CA T A 5 R AR I 45 9 CA 15 148
2S5, A P A B A IR T e SR e = DX A R B
ERAERSS W RS CA Y S SECHAE M 45 2% CA
A SE U P B BB S A

(3)JF 2 40 CA 47 85,01 FH 31 B 28 2 B AR K I 2R
GiF P SERGIE AT 40, K T4 B 2 2B A0 & 326 2R Bk



% 8 Ak, S R TR s R GG AR b A 4% & 3O R 1 - 51 -
PREE CA SERUYT 5 . 1 BB R

(4) I B 5 CA SERUT 300 R AL R IE A
A28 OAuth PRSUERAL B TH 2545 B0 iE L TH 5 BA 1 58
g AR DI N TS A G N D
YR

(5) Bk W 4% X 2 ) CA 19 15 S0 22 9 AL 50 TE 452
P 5 AN S ER 56 UE I i, AT BR (6) 5 AR A B —A>
SRR, 10 R R S8 CA T SR B

(6) FhAT i FH P o i 19 25 29 IR 55, % g 3 g
G4,

(7) 0 2 1k B 4% CA SEARL T2 2 UE B R E
AR B X He

(8) I R B X 26 9 CA 5 it 1] 1 FH IR 55 % & 3%
e P A BUIR 55 3 BB RN 25 20 800 6 R, - [) 28 1)
FH P R R BEABE CA SEAUE T2 44E 15 .

3.3 HAFARMRE
3.3.1 FmE¥ERE T

HEEEH (HARGEHCA T M E AN
) ) Ik R A I 4% ) CA T R R SE R R T4 A,
TR N o Sl L B AR R R E
TH B R 24 B — 25 R SO GE I, 36 BE N 4% 9% CA
S AE AT B CE Wz . — R AT e
T 0 A T SR A D 28 PN 1) — AN s 2N N 45 2 CA
T o X SBERK WA M2 % CA T AR T X B A
e O RS R, A AR S . SRR
Aab FEARE SR LB T I B 2K % CA T R IR
it [l PR P R
3.3.2 R EALeM I

7 R e N R e 9 FH 56 R il A R &
KRB MLEZHEANL TSI, AT AE R
A3 A5 ST W X 28 9% CA Y5 5 R b RIS FE 2R, 43 A
3 CA T SIE S AUE EAR B3 , S 51 CA 5 2 A L
AN 23 5 W) B T e A R A 4R AR N S A 1 Ak R
HE ST o
4 ETFXIR5ERBEIRE B 145 & 5098 E
EEEEX
4.1 EHEER

Pl A5 0 v e IR ) R B RN R 2 A
K, MR A St 3= 5 A0 SCk e U, PR e 2 4
BB 20 B T ZARIE TR B0 i A k]
L I TG 5 R U ] o M S R o DX B
B A F 7 BRI AT 3B B 0 R I B I A
AE At B2 AR G SEV B o AR S R R T X B 1) i
A HEL 7 €0 B0 22 28 4 A7 it T A B Y 4 [ 2
Fim o

AP (ki) -

BEUR IR 1] ok 2] [ s] [omira] -
T I

R ‘ ‘
v v v —
| Hash 1 | | Hash 2 | | Hash 3 | | Hash 4 |

\/ P4
as 4
b S P "
RE s bte | | g
MSCERBIOVRSSE T

SEL g Bl DR
| e | [ -

B B N X e

2 ETRUERGRENFEHEETFE
CIBCE=§:b kil
Fig.2 Secured storage and traceability management model of the

energy and power database based on blockchain

FERETRY T B A B POy R P AR R R S A
i P e s AT S 534, DI R FH K W 4k
BR] £ €2 Dy BB AN [R] 177 145 i AN ) AR A DX R 4
Hop AR A b e R REATE L
B AR IR A ERIRE T P R,
JEAT RIS IE A R, W35 DR S0 T R E5 0 1
B LS R e R R B v S A B v B T Y L
R

[ B 7 ] 2 vp A TR) 2R A 5 e T B
BT SCHR P 2R FH DX B v i e i R e &
153 B — A5 ZEAEAE A SCER B A 4, IR e sk T IX
Yoo Hodr, X e 2 10 8ol B SOt A & e 2
LA R oM | BT DA X el mT LR B A Sk
(1) 42 4 W A8 RO D B2 A 80 PT A ARSI 5 78 Merkle
R Ak T A A A B SCRR B DI AR AS , — H
AAE— B G B G 2 Bl , HSCHR 7 PR AR 28 i 23 & A B
7 DR B A P2 T AR I TR T ) S A B 1 3
SUEHE . S5 M Do B8 P2 Sk T IX e 1Y
BRI AT DAAR B 0 S B s v 1 0 1%, 38 W]
DA Ao i A% A s A (1 S 3 A TR R I A B
B, shAS M RIS B AL
4.2 TIERERATITHERIE

FE T X M ) R TR L AR € B0HE P T A W A
FRABE AL b BRI HL R (R PR A I 0 32 BOR R
JEUAR HCH A R FT A R DL R e A SR i T gL O
HARAEZS F P SCER B D bR 2842 68 IR 55, [R) B I3
FAA] AT R SCHRAZ A AR, B kb i A A A i
B o SCRE BCE AR P I ) X v a2 SCHR I 52
PR AT AT I WA 5 R, CR IR B 2 R 1)
1617, BAREHRFRE 3R,
B VA FEL g 4 €0 BB 3 R P XU P ) 45 B A



$52 Ao 3 K

% 42 %

X SCHRE 2 T 9 SCHRIEAT Hash
415 2 (1 LT R X B

!

SCHR B 7R 5 SRS
SCHRAEATIZ

PR K T 8000 SCHR 5 DB R 3% S0k
PR ZEEAT XL, A5 75 AT A

5 57 B 8 A e
AL, SO
SR AR E

B3 ETXREMBLFEBNFEEEE
B MERRRE
Fig.3 Traceability management process of the energy and power

database based on blockchain
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