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Abstract: During the development from the era of internet to the era of Internet of Things (IoT) , the emerging IoT is
challenged on its scalability and security.On the one hand, the storage and computing capacities of loT devices are limited ,
while the external assistance provided by edge cloud and edge computing is expected to enhance the scalability of the loT.
On the other hand, constrained by current resources, loT devices can hardly resist malicious attacks. Aiming at these
challenges , the security risk of Edge IoT agent based on Software Defined Network (SDN) is studies, and the latest research
results of network intrusion detection and defense based on SDN network are analyzed.
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Fig. 3 Security architecture of intelligent IoT system
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